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Abstract

We consider the following scenario involving three honest parties, Al-
ice, Bob, and Carol, as well as an adversary, Eve. Each party has
access to a single piece of information, jointly distributed according
to some distribution P . Additionally, authentic public communication
is possible from Alice to Carol and from Bob to Carol. Their goal is
to establish two information-theoretically secret keys, one known to
Alice and Carol, and one known to Bob and Carol. We derive joint
bounds on the lengths of these keys. Our protocols combine distributed
variants of Slepian-Wolf coding and the leftover hash lemma. The ob-
tained bounds are expressed in terms of smooth Rényi entropies and
show that these quantities are useful in this—single-serving—context
as well.

1 Introduction

Consider the following scenario: Three parties, Alice, Bob, and Carol, as
well as an adversary, Eve, each have access to a single realization of random
variables X, Y , W , and Z, respectively, jointly distributed according to
PXYWZ . Furthermore, both Alice and Bob can send messages to Carol, but
no other communication is possible between the parties (in particular, Alice
and Bob cannot communicate). The goal of Alice, Bob, and Carol is to
generate two secret keys, one of them known to Alice and Carol, and the
other known to Bob and Carol. Secrecy means that Eve, who is assumed to
have access to the entire communication between the parties, has almost no
information about the two keys. In a nutshell, our result shows that there
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is a direct trade-off between the lengths of the keys generated by Alice and
Bob, respectively.

Our scenario is an extension of the two-party settings considered in [AC93,
CK78, Mau93, RW05], and also partly fits into the general framework on
information-theoretic key agreement with a helper proposed in [CN04]. An
important distinction to the treatment in [AC93, CK78, Mau93, CN04],
however, is that—similarly to [RW05]—we are concerned with the single-
serving case, where only single realizations—in contrast to infinitely many
independent and identically distributed (i.i.d.) realizations—of the random
variables are available.

Our result is based on multi-party extensions of two known techniques,
called privacy amplification (or randomness extraction) and information rec-
onciliation (or compression). The first can be seen as a direct application
of the leftover hash lemma [ILL89]. A first extension of a similar statement
to multiple parties has been proposed in [MKM03], but is restricted to the
case of i.i.d. random variables. For our purpose, we need the full (single-
serving) generalization of the leftover hash lemma as proposed in [Wul07]
(Section ??). The second technique used for our proof is a novel single-
serving version of the well-known Slepian-Wolf coding result [SW73] that
acts as a distributed information-reconciliation protocol (Section ??).

The quantitative results are expressed in terms of smooth (Rényi) en-
tropies. These entropy measures have been introduced as generalizations of
the Shannon entropy in order to deal with single-serving scenarios [RW05]
(see Section 2).1 For the special case of i.i.d. distributions (i.e., n-fold prod-
uct distributions P×n = P ×P × · · · ×P ), smooth entropies asymptotically
approach Shannon entropy. In particular, if the distribution PXYWZ de-
scribing our scenario is of the i.i.d. form (PX′Y ′W ′Z′)×n, for some large n,
then the smooth entropies in our results can be replaced by the correspond-
ing Shannon entropies (thus reproducing i.i.d. results as in [CN04]).

2 Smooth Entropies

2.1 Motivation

Traditionally, operational quantities in information theory, i.e., quantities
describing information-theoretic tasks such as channel coding, are defined
asymptotically. More precisely, it is typically assumed that a certain func-
tionality, e.g., a (memoryless) communication channel PY |X , can be invoked

1See also [Ren05] for a quantum information-theoretic version of smooth entropies.
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many times independently. The functionality is then characterized in terms
of asymptotic rates. For example, the capacity Casym(PY |X) of a channel
PY |X is defined as the maximum rate at which bits can be transmitted per
channel use such that the probability of a decoding error vanishes asymptoti-
cally as the number of channel uses approaches infinity. As shown in [Sha48],
Casym(PY |X) can be expressed in terms of Shannon entropy,

Casym(PY |X) = max
PX

(I(X; Y )) = max
PX

(H(X)−H(X|Y )) . (1)

Another example, situated in the area of cryptography, is key agreement
from correlated information [AC93, CK78, Mau93]. Assume that two par-
ties, Alice and Bob, as well as an adversary, Eve, have access to a source
providing them with random variables X, Y , and Z, respectively. The goal
of Alice and Bob is to generate a secret key, using only communication over
an authentic, but otherwise fully insecure, communication channel. Under
the assumption that the source emits many independent triples (X, Y, Z),
the key rate Kasym(PXY Z), i.e., the asymptotic rate at which key bits can be
generated per invocation of the source, is bounded by an expression which
only involves Shannon entropy,

Kasym(PXY Z) ≥ H(X|Z)−H(X|Y ) . (2)

In a realistic scenario, however, such an asymptotic viewpoint might not
be fully satisfying. Firstly, any realistic device can only be accessed a finite
number of times; this number might be smaller than the (usually unknown)
minimum threshold which is needed for the asymptotic results to apply. Sec-
ondly, and even more importantly, the assumption of independence might
not hold or, at least, be hard to justify. For instance, in cryptography,
such an assumption typically translates to a condition on the behavior of
the adversary.2 Results depending on such assumptions are thus usually
not sufficient for realistic applications. It is, therefore, natural to ask what
happens if the assumptions of independence and asymptoticity are dropped.
Ideally, one might want to completely eliminate the assumption that a re-
source is invoked many times. Smooth (Rényi) entropies are designed to
deal with such general single-serving settings.

Recently, a variety of information-theoretic results have been generalized
to the single-serving case. For instance, it has been shown in [RWW06] that

2E.g., in quantum key distribution, perfect independence of the distributed data is only
guaranteed if the adversary does not introduce any correlations during her attack on the
quantum channel.
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the number Cε(PY |X) of bits that can be sent by one single use of a com-
munication channel PY |X such that a decoding error occurs with probability
at most ε is given in terms of smooth entropies,3

Cε(PY |X) ≈ max
PX

(
Hε

min(X)−Hε
max(X|Y )

)
, (3)

which is analogous to (1). Similarly, the number Kε(PXY Z) of ε-secure
key bits4 that Alice and Bob can generate in the cryptographic scenario
described above is bounded by

Kε(PXY Z) ' Hε
min(X|Z)−Hε

max(X|Y ) , (4)

which is analogous to (2).
As indicated above, Shannon entropy can be seen as a special case of

smooth entropy. In fact, any result involving smooth entropies can be spe-
cialised to a result for Shannon entropy by virtue of the relation

H(X|Y ) = lim
ε→0

lim
n→∞

1
n

Hε
min(Xn|Y n) = lim

ε→0
lim
n→∞

1
n

Hε
max(Xn|Y n) , (5)

where (Xn, Y n) denotes n independent pairs (Xi, Yi) of random variables
jointly distributed according to PXY . For example, using this identity, it
is easy to see that expressions (1) and (2) are indeed special cases of (3)
and (4), respectively.

2.2 Definition and Properties

Let X be a random variable with distribution PX . The max-entropy of X
is defined as the (binary) logarithm of the size of the support of PX , i.e.,

Hmax(X) = log
∣∣{x ∈ X : PX(x) > 0}

∣∣ .

Similarly, the min-entropy of X is given by the negative logarithm of the
maximum probability of PX , i.e.,

Hmin(X) = − log max
x

PX(x) .

Note that Hmin(X) ≤ H(X) ≤ Hmax(X), i.e., the min- and max-entropies
are lower and upper bounds for Shannon entropy (and also for any Rényi
entropy Hα), respectively.

3See Section ?? for a formal definition of smooth entropies.
4See Section ?? for a definition of ε-security.
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For random variables X and Y with joint distribution PXY , the “condi-
tional” versions of these entropic quantities are defined by

Hmax(X|Y ) = max
y

Hmax(X|Y = y) ,

Hmin(X|Y ) = min
y

Hmin(X|Y = y) ,

where Hmax(X|Y = y) (and Hmin(X|Y = y)) denote the max-entropy (min-
entropy) of a random variable distributed according to the conditional dis-
tribution PX|Y=y.

In [RW05], max- and min-entropies have been generalized to so-called
smooth entropies. Smooth entropies can be expressed in terms of an opti-
mization over events E with probability at least 1 − ε. Let PXE|Y=y(x) be
the probability that {X = x} and E occur, conditioned on Y = y. We then
have

Hε
max(X|Y ) = min

E:Pr(E)≥1−ε
max
y

log |{x : PXE|Y=y(x) > 0}|

Hε
min(X|Y ) = max

E:Pr(E)≥1−ε
min
y

min
x

(− log PXE|Y=y(x)) .

Smooth entropies have properties similar to Shannon entropy [RW05].5

For example, the chain rule H(X|Y ) = H(XY )−H(Y ) translates to6

Hε+ε′
max (XY )−Hε′

max(Y ) ≤ Hε
max(X|Y ) ,

≤ Hε1
max(XY )−Hε2

min(Y ) + log(1/(ε− ε1 − ε2))

and

Hε1
min(XY )−Hε2

max(Y )− log(1/(ε− ε1 − ε2))

≤ Hε
min(X|Y ) ≤ Hε+ε′

min (XY )−Hε′
min(Y ) ,

for any ε, ε′, ε1, ε2 > 0.
Note that these rules also hold conditioned on an additional random

variable Z. For instance, we have

Hε1
min(XY |Z)−Hε2

max(Y |Z)− log(1/(ε− ε1 − ε2)) ≤ Hε
min(X|Y Z) . (6)

Because Hε2
max(Y |Z) ≤ log |Y|, where Y denotes the alphabet of Y , this in-

equality is a generalization of the fact that, by conditioning on an additional
random variable Y , with high probability, the min-entropy decreases by at
most the logarithm of the alphabet size of Y [Cac97, MW97].

5This is in contrast the the usual, “non-smooth” min- and max-entropies which have
many counterintuitive properties that make them less useful in many contexts.

6Note that, because of (5), the chain rule H(X|Y ) = H(XY ) − H(Y ) for Shannon
entropy can be seen as a special case of the chain rules for smooth entropies.

5



2.3 Operational Interpretation

In [SW73] it was shown that the rate at which many independent realizations
of X can be compressed is asymptotically equal to H(X|Y ) if the decoder
is provided with side-information Y . It is easy to see that H(X|Y ) can also
be interpreted as the rate at which uniform randomness can be extracted
from X in such a way that it is independent of Y . In [RW05], these opera-
tional interpretations of the Shannon entropy have been generalized to the
single-serving case, i.e., it was shown that the smooth entropies Hε

max and
Hε

min quantify compression and randomness extraction, respectively. More
precisely, let Hε

comp(X|Y ) be the length of a bit string needed to store one
instance of X such that X can later be recovered with an error of at most ε
using this string and Y . This quantity is then roughly equal to Hε

max, i.e.,

Hε
max(X|Y ) ≤ Hε

comp(X|Y ) ≤ Hε′
max(X|Y ) + log(1/(ε− ε′)) .

Similarly, let Hε
ext(X|Y ) be the maximum length of a string that can be

computed from X, such that this string is uniformly distributed and inde-
pendent of Y , with an error of at most ε. We then have

Hε′
min(X|Y )− 2 log(1/(ε− ε′)) ≤ Hε

ext(X|Y ) ≤ Hε
min(X|Y ) .

3 Distributed Randomness Extraction

The statistical distance of two random variables X and Y (or two distribu-
tion PX and PY ) over the same alphabet U is defined as

∆(X,Y ) :=
1
2

∑
u∈U

∣∣∣Pr[X = u]− Pr[Y = u]
∣∣∣ .

We say that a random variable X over X is ε-close to uniform with respect
to Y if ∆(PXY , PU ×PY ) ≤ ε, where PU is the uniform distribution over X .

A function h : S × X → {0, 1}m is called a two-universal hash function
[CW79], if for all x0 6= x1 ∈ X and for S uniform over S, we have

Pr[h(S, x0) = h(S, x1)] ≤ 2−m .

Lemma 1, first stated in [ILL89] (see also [BBR88]), gives us a bound
on the amount of randomness that can be extracted from a random vari-
able X (which might depend on another random variable Z) such that the
extracted randomness is (almost) uniform and independent of Z. It has a
wide range of applications, e.g., in cryptology, it can directly be used for
privacy amplification [BBR88, BBCM95].
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Lemma 1 (Leftover hash lemma [BBR88, ILL89]). Let ε > 0 and let h :
S×X → {0, 1}m be a two-universal hash function. For any random variable
X over X satisfying

Hmin(X | Z) ≥ m + 2 log(1/ε) ,

and for S uniform over X and independent of X, the value h(S, X) is ε-close
to uniform with respect to (S, Z).

A distributed version of the leftover hash lemma has recently been pro-
posed in [Wul07] (see Lemma 2 below). It can be applied to settings where
two players independently extract randomness from two (possibly corre-
lated) random variables. Lemma 1 implies that if the lengths of the ex-
tracted strings are smaller than the smooth min-entropies of these random
variables, then each of them is close to uniform. However, the two strings
might still be correlated. Lemma 2 states that if, in addition, the sum of the
lengths of the extracted strings is smaller than the overall min-entropy, then
they are almost independent of each other. The obtained bound is optimal.

Lemma 2 (Distributed leftover hash lemma [Wul07]). Let ε > 0 and let
g : S × X → {0, 1}m and h : R × Y → {0, 1}n be two-universal hash
functions. For any random variables X and Y over X and Y, respectively,
such that

Hmin(X | Z) ≥ m + 2 log(1/ε) ,

Hmin(Y | Z) ≥ n + 2 log(1/ε) ,

Hmin(XY | Z) ≥ m + n + 2 log(1/ε) ,

and for (S, R) uniform over S × R and independent of (X, Y ), the pair
(g(S, X), h(R, Y )) is ε-close to uniform with respect to (S, R, Z).

The proof of Lemma 2 is very similar to the proof of the leftover hash
lemma (Lemma 1). For our purposes, we will need a variant of this lemma
formulated in terms of smooth entropies.

Lemma 3 (“Smoothed” distributed leftover hash lemma). Let ε > 0, ε′ ≥ 0,
and let g : S × X → {0, 1}m and h : R×Y → {0, 1}n be two-universal hash
functions. For any random variables X and Y over X and Y, respectively,
such that

Hε′
min(X | Z) ≥ m + 2 log(1/ε) ,

Hε′
min(Y | Z) ≥ n + 2 log(1/ε) ,

Hε′
min(XY | Z) ≥ m + n + 2 log(1/ε) ,
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and for (S, R) uniform over S × R and independent of (X, Y ), the pair
(g(S, X), h(R, Y )) is (ε + 3ε′)-close to uniform with respect to (S, R, Z).

Proof. The claim follows immediately from Lemma 2 and the union bound.

4 Distributed Compression

Lemma 4 is the single-serving variant of the famous Slepian-Wolf compres-
sion [SW73]. The proof is very similar to the proof in [Cov75]. In cryptog-
raphy, it can be used for so-called information reconciliation [BS94]. Un-
fortunately, the decoding in our schemes is generally not computationally
efficient.

Lemma 4 (Single-serving Slepian-Wolf compression). Let ε > 0, ε′ ≥ 0,
and let X, Y , and Z be random variables over X , Y, and Z, respectively.
Let encx : R × X → {0, 1}m and ency : S × Y → {0, 1}n be two-universal
hash functions, where

m ≥ Hε′
max(X | Y Z) + log(1/ε) ,

n ≥ Hε′
max(Y | XZ) + log(1/ε) ,

m + n ≥ Hε′
max(XY | Z) + log(1/ε) ,

and let (R,S) be uniform over R×S. There exists a function dec : R×S ×
{0, 1}m × {0, 1}n ×Z → X × Y, such that

Pr[dec(R,S, encx(R,X), ency(S, Y ), Z) 6= (X, Y )] ≤ 3(ε + ε′) .

Proof. Assume first that ε′ = 0. Every x ∈ X is mapped to any value
ex ∈ {0, 1}m with probability 2−m, and every y ∈ Y is mapped to any value
ey ∈ {0, 1}n with probability 2−n. Given a pair (x, y), the corresponding
encoding (ex, ey) can be decoded if there does not exist another pair (x′, y′)
which is mapped to the same encoding (ex, ey), too. For every y, there are at
most 2Hmax(X|Y Z) different possible values for x′. Hence, the probability that
there exists x′ 6= x such that (x′, y) is mapped to the pair (ex, ey) is at most
2−m2Hmax(X|Y Z) ≤ ε. Similarly, the probability that there exists y′ 6= y such
that (x, y′) is mapped to the pair (ex, ey) is at most 2−n2Hmax(Y |XZ) ≤ ε.
The probability that a pair (x′, y′) with x′ 6= x and y′ 6= y is mapped to
(ex, ey) is at most 2−(m+n)2Hmax(XY |Z) ≤ ε. By the union bound, we get an
error of at most 3ε. For ε′ > 0, the claim follows by the union bound.
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5 Distributed One-Way Secret Key Agreement

In this section, we put together the previous results in order to derive our
main claims. Basically, our protocol for key agreement follows the same
steps as “usual” one-way key agreement, namely information reconciliation
followed by privacy amplification. The difference is that we now use the
distributed versions of these tools.

For the following, let X, Y , W , and Z be random variables known to the
parties Alice, Bob, and Carol, as well as to the adversary, Eve, respectively.
In a key agreement protocol, Alice and Bob both send messages, A and B,
respectively, to Carol. Then, Alice and Bob compute keys KA ∈ {0, 1}kA

and KB ∈ {0, 1}kB of length kA and kB, respectively. The protocol is said
to be ε-secure if Carol can guess the pair (KA, KB) with probability at least
1 − ε, given her information (W, A, B) and, in addition, the pair (KA, KB)
is ε-close to uniform with respect to Eve’s information (Z, A,B).

Theorem 1. Let X, Y , W , and Z be random variables, and let ε > 0,
ε′ ≥ 0. For any kA, kB satisfying

kA ≤ Hε′
min(X | Z)−m− 5 log(1/ε) ,

kB ≤ Hε′
min(Y | Z)−m− 5 log(1/ε) ,

kA + kB ≤ Hε′
min(XY | Z)−m− 5 log(1/ε)

where

m = max(Hε′
max(X | Y W ) + Hε′

max(Y | XW ), Hε′
max(XY |W )) ,

there exists a (4ε + 3ε′)-secure key agreement protocol generating keys of
length kA and kB.

Proof. Lemma 4 implies that Carol can decode X and Y with an error
probability of at most 3(ε + ε′) if Alice sends a hash value A of length a,
and Bob sends a hash value B of length b, where

a ≥ Hε′
max(X | Y W ) + log(1/ε)

b ≥ Hε′
max(Y | XW ) + log(1/ε)

a + b ≥ Hε′
max(XY |W ) + log(1/ε) .

(Note that Alice and Bob additionally need to send the uniform randomness
used for the hashing to Carol. However, for the secrecy considerations below,
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we can ignore it as it is independent of the rest.) It is easy to see that a and
b can always be chosen such that

a+b = max(Hε′
max(X | Y W )+Hε′

max(Y | XW ), Hε′
max(XY |W ))+2 log(1/ε) .

The chain rule (6) yields a bound on the amount of uncertainty Eve has
over X and Y ,

Hε+ε′

min (X | ABZ) ≥ Hε′
min(X | Z)− a− b− log(1/ε)

Hε+ε′

min (Y | ABZ) ≥ Hε′
min(Y | Z)− a− b− log(1/ε)

Hε+ε′

min (XY | ABZ) ≥ Hε′
min(XY | Z)− a− b− log(1/ε) .

Now, using two-universal hashing, Alice extracts a key KA of length kA
from X, and Bob extracts a key KB of length kB from Y . (Again, they use
additional randomness which they send to Carol as well.) With the choice

kA ≤ Hε+ε′

min (X | ABZ)− 2 log(1/ε)

kB ≤ Hε+ε′

min (Y | ABZ)− 2 log(1/ε)

kA + kB ≤ Hε+ε′

min (XY | ABZ)− 2 log(1/ε) .

Lemma 3 guarantees that (KA, KB) is (4ε+3ε′)-close to uniform with respect
to the information held by Eve.

As in two-party key-agreement, the length of the keys that can be
generated might be increased if Alice and Bob pre-process their values
as follows. Given X and Y , Alice and Bob generate new pairs (UA, VA)
and (UB, VB), respectively, according to certain conditional distributions
PUAVA|X and PUBVB |Y . Then they send VA and VB to Carol and apply the
key agreement protocol described above to UA and UB instead of X and Y .
Carol now has (W, VA, VB), and Eve (Z, VA, VB). Applying Theorem 1 to
this situation, we get the following statement.

Corollary 1. Let X, Y , W , and Z be random variables, and let ε > 0, ε′ ≥
0. For any kA, kB such that there exist conditional probability distributions
PUAVA|X and PUBVB |Y satisfying

kA ≤ Hε′
min(UA | ZVAVB)−m− 5 log(1/ε) ,

kB ≤ Hε′
min(UB | ZVAVB)−m− 5 log(1/ε) ,

kA + kB ≤ Hε′
min(UAUB | ZVAVB)−m− 5 log(1/ε) ,
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where

m = max
(
Hε′

max(UA | UBWVAVB) + Hε′
max(UB | UAWVAVB),

Hε′
max(UAUB |WVAVB)

)
,

there exists a (4ε + 3ε′)-secure key agreement protocol generating keys of
length kA and kB.

We will now show that Corollary 1 is almost optimal.

Theorem 2. Let X, Y , W , and Z be random variables, and let ε > 0. If
there exists a protocol generating keys of length kA and kB then there exist
conditional probability distributions PUAVA|X and PUBVB |Y such that

kA ≤ Hε
min(UA | ZVAVB)−m ,

kB ≤ Hε
min(UB | ZVAVB)−m ,

kA + kB ≤ Hε
min(UAUB | ZVAVB)−m ,

where

m = max
(
Hε

max(UA | UBWVAVB) + Hε
max(UB | UAWVAVB),

Hε
max(UAUB |WVAVB)

)
.

Proof. (Sketch) Let us assume that we have a protocol, where Alice receives
the key KA, and Bob the key KB. Furthermore, let MA and MB be the
messages sent by Alice and Bob to Carol.

Since Carol can calculate KA and KB with an error of at most ε, we
have Hε

max(KA | KBWMAMB) = 0, Hε
max(KB | KAWMAMB) = 0, and

Hε
max(KAKB |WMAMB) = 0. Since (KA, KB) is ε-close to uniform with re-

spect to (Z, MA, MB), we also have Hε
min(KA | Z, MA, MB) ≥ kA, Hε

min(KB |
Z, MA, MB) ≥ kB, and Hε

min(KAKB | Z, MA, MB) ≥ kA + kB. The state-
ment follows now for (UA, VA) := (KA, MA), and (UB, VB) := (KB, MB).
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